
 

y p b                                                                                                        1  

 

 

 

 

 

 

2017  
 

 

 

 

 

 

 
 

 

404  
 

   

 2018 3 19  2017  

   

   

  



 

y p b                                                                                                        2  

 
2017  ..................................................................................................... 4Q
1.1Q 2017  ............................................................................................ 4Q
1.2Q S]...................................................................................................... 5Q

1.2.1Q  ............................................................................................................... 6Q
1.2.2Q GoAhead  .......................................................................................... 6Q
1.2.3Q HG532 o [  .................................................................. 6Q
1.2.4Q Struts2 o  ................................................................................................. 6Q
1.2.5Q Samba [  .................................................................................. 6Q
1.2.6Q fastjson Z  ................................................................................. 7Q
1.2.7Q Python Package  .............................................................. 7Q
1.2.8Q o ................................................................................................... 7Q
1.2.9Q o ................................................................................................... 7Q
1.2.10QJava o  ............................................................................................. 8Q

2017 S  ......................................................................................................... 8Q
2.1 IoT  Web ] GoAhead S] ......................................................................... 8Q

2.1.1 rg  .......................................................................................... 8Q
2.1.2 GoAhead n l ............................................................................................... 8Q

2.2   .......................................................................................... 10Q
2.2.1 MS17-010  ................................................................................................ 10Q
2.2.2 Doublepulsa h c l ................................................................. 11Q
2.2.3 MS17-010 c ln  .................................................................................... 13Q

2.3  .................................................................................................................. 14Q
2.3.1 d ........................................................................................... 14Q
2.3.2 ] u  ............................................................................ 14Q
2.3.3 t  ..................................................... 15Q

 ............................................................................................................................ 16Q
3.1  ...................................................................................................... 16Q
3.2 l................................................................................................... 16Q

3.2.1  .................................................................................................................. 16Q
3.2.2  ................................................................................................... 19Q
3.2.3  .................................................................................................................. 20Q
3.2.4 e ENAS  ....................................................................................... 22Q

3.3  .................................................................................................. 24Q
3.3.1 M G “ ”  .......................................................... 24Q
3.3.2 ]  ............................................................................................................... 26Q
3.3.3 u  ....................................................................................................... 26Q

g N DDoS  ........................................................................................................ 28Q
4.1 g  .............................................................................................................. 28Q

4.1.1 81 GoAhead g .............................. 28Q
4.1.2 g sM  ................................................................ 28Q
4.1.3 g  ............................................................. 29Q

4.2 DDoS  ...................................................................................................................... 29Q



 

y p b                                                                                                        3  

4.2.1 2017 D  ..................................................................................... 29Q
4.2.2 DDoS m  ............................................................................................ 30Q

 ................................................................................................................................ 32Q
5.1 P  .......................................................................................................... 32Q

5.1.1  ........................................................................ 32Q
5.1.2 DNN [ P  ...................................................... 33Q
5.1.3  WebLogic  ......................................................... 33Q
5.1.4 1099 a P  ............................................................................. 34Q

5.2 N  ...................................................................................................................... 34Q
k  ........................................................................................................................................ 35Q

 ................................................................................................................................ 35Q
 
  



 

y p b                                                                                                        4  

2017  

 

1.1 2017  

2017  6  1 

 

 

2017  404 (  404 )  91  Seebug

 1394 

 

 

 

 

2016  Mirai  2017 

 Mirai  Mirai 



 

y p b                                                                                                        5  

 

 

2017 WannaCry 

 Windows  NotPetya  Bad Rabbit 

 

 

 IoT 

 2017 

 IoT 

 IoT 

 

 

 2017 

Coinhive.js Satori 

 

 

IPV6 

 

 

 2017  

 

1.2  

2017  Seebug  1439 404  91 

 2017 



 

y p b                                                                                                        6  

 2017 

 

 

1.2.1  

2017  4  13 

5  

12  WannaCry 80

(NotPetya Bad Rabbit )

 

 

1.2.2 GoAhead  

2017  3 Seebug 

 GoAhead  HTTP81

(

4.1.1 81 GoAhead )  

 

1.2.3 HG532  

Satori

Satori 2017 0day

 

 

1.2.4 Struts2  

Struts2 Struts2

2017

Struts2 s2-045 s2-052 s2-053 s2-054 s2-055

 

 

1.2.5 Samba  

2017  5  24 Samba 

CVE-2017-7494  Windows  



 

y p b                                                                                                        7  

Linux  WannaCry  

SambaCry  

 

1.2.6 fastjson  

2017  3 Java  json  fastjson 2017

 12 fastjson  Java 

fastjson Jackson  Java  

 

1.2.7 Python Package  

2017 06 02 paper.seebug.org  fate0 Package 

 Python Package 

Python Package

Package

npm Vscode Extension

 

 

1.2.8  

3  HG532E 2017  404  16 

 TP-LINK D-LINK NETGEAR  2016 

 D-LINK 

NETGEAR 

 

 

1.2.9  

2  GoAhead Netwave

 

 



 

y p b                                                                                                        8  

1.2.10 Java  

Java 2017  OWASP Java 

Java

 404 Java

5.1.3  5.1.4  

 

2017  

 

2.1 IoT  Web  GoAhead  

2.1.1  

2016  10  Mirai  IoT  IoT 

2017  3  GoAhead  OEM 

 Web  GoAhead  IoT 

 1250  

2017  4  HTTP 81 

 50000 2017  7 

 

 

 

 

2.1.2 GoAhead  

ZoomEye  7  GoAhead 

   

cs_onkm30
E$K

OXVW\UYP

diig]W ��B
A"�1G

OXVW\U[P

'��/K�.
J=��E(	

RXVW\U\S



 

y p b                                                                                                        9  

 

 
 

 7000  6000    

 
 

 ZoomEye  GoAhead 

 2016  1  1 2017  1  1  2017  3  14  GoAhead 

5ccc069c403ebaf9f0171e9517f40e41  banner 26 65  

78     



 

y p b                                                                                                        10  

 

2.2     

2.2.1 MS17-010  

2017  4  14 Shadow Brokers Equation 

Group   Windows 

 " "(Eternalblue)    

 

 DoublePulsar  Eternalblue  Windows XP

Windows Server 2003 Windows 7 8 Windows 2012  

 

 SMB  MS17-010  2017  3 

 2017  5  12  WannaCry 

 150  80  



 

y p b                                                                                                        11  

 

 

 
 

2.2.2 Doublepulsa  

ZoomEye  2017  04  24 2017  05  02 2017  05 

 07 2017  5  18   Doublepulsa  4  

 3  Doublepulsa 

 12017  Windows 

2008  Windows 7  Windows 8/8.1  7 Windows 10  12 

 Windows Server 2012  10   Windows Server 2016  2 

WannaCry  Windows7  Windows Server 2008    

fhW\TVWVD��!

OXVW\UYP

buykxpsr cvsyt�
�/3

OXVW\UZP

&2asylqngyqwkv+

#�

RXVW\UZS

jkrrk`vz5�

OXVW\U[P



 

y p b                                                                                                        12  

  

 

 4  Doublepulsa  

4  Doublepulsa    

 



 

y p b                                                                                                        13  

 

 Doublepulsa  445 

 4  Doublepulsa :   

 
 

2.2.3 MS17-010   

ZoomEye  MS17-010  4 

MS17-010  Doublepulsa 

 WannaCry  MS17-010  MS17-010 

 Doublepulsa    

 MS17-010 SMB    

 
 

 MS17-010 SMB    



 

y p b                                                                                                        14  

 

2.3  

2.3.1  

2017  " " 

 2017  12  19000  

WannaCry NotPetya Bad Rabbit    

 

 

Web  

 

 

 
 

2.3.2  

 2017  1000  2017  12  19000  20   

jkrrk`vz�@8,5
�

OXVW\U[P

%;*M"�E�I>
+�g`�esiF��

OXVW\U\P

-6 ?<W^VVVC�

RXVW\UWXS

ZVZ�N�H{4�
�|L:92��7
jnl)��%;��

RXVW\UWXS



 

y p b                                                                                                        15  

 
 

2.3.3  

2017 404 2017 4 Mesos

2017 11 DNN

2017

12 Weblogic  " "

5.1

   

 

 JBoss

Typecho WebLogic WeatherMap  WebLogic 

 50%    

 
 



 

y p b                                                                                                        16  

 ZoomEye JBoss  WebLogic 

 24565  35180  

 
 
 

 

 

3.1  

 IT  Gartner 2017  84 

 2016  64 31%  75 2020 

 204  

2017 

 

NAS  

 

3.2  

3.2.1  

 

 

 

30,416,525  



 

y p b                                                                                                        17  

  
 

 

 

 
 

 

 1100  

1/3  RouterOS MikroTik  RouterOS 

 PC  573 Westell  AVM 

FRITZ!Box  160  



 

y p b                                                                                                        18  

 
 

 

 HTTP  80  7547  760 

 7547 

 TR-069  TR-064  FTP 

21 SSH 22 TELNET 23  

 

 

 
 



 

y p b                                                                                                        19  

3.2.2  

 

 

 

6,877,420  

 
 

 

 100  

 
 

 



 

y p b                                                                                                        20  

 286  40%  

98  

 
 

 

 HTTP  80  

 

 

 
 

3.2.3  

 



 

y p b                                                                                                        21  

542,264  

 
 

 

 
 

 



 

y p b                                                                                                        22  

 
 

 

 

 

 
 

3.2.4 NAS  

 

1,060,178 



 

y p b                                                                                                        23  

 
 

 

 
 

 



 

y p b                                                                                                        24  

 
 

 

 

 
 

3.3  

3.3.1  

  Web 

 



 

y p b                                                                                                        25  

 
 

 NVR 

 NVR  

 
 

 strncpy()  

HTTP  Content-Length 

 



 

y p b                                                                                                        26  

 
 

3.3.2  

 

 

 

GoAhead  Web 

 2017  3  7 Seebug  GoAhead 

 Pierre Kim  1250 

 GoAhead 

 

 

3.3.3  

 



 

y p b                                                                                                        27  

 

 

 

 

1. 

 

2.  IoT 

 DDoS

 

 

 



 

y p b                                                                                                        28  

DDoS  

 

4.1  

4.1.1 81 GoAhead  

404 2017 11 Satori

81  

 

11 20 11 22 81

11 23 Satori  

 

 Satori 23/2323

C&C Satori  

81 IP payload

 

 

4.1.2  

 2017  0day 

Nday GoAhead 

Vacron NVR  IoT_reaper 

Mirai (  Mirai 

)

 

 



 

y p b                                                                                                        29  

4.1.3  

2017 9  IOT_reaper  lua 

 lua 

 DGA 

 DGA  lua

 

 

4.2 DDoS  

4.2.1 2017 D  

DDoS -- D 2017  

 

 

 
 

 

1. 10G 100G 100G 300G

300G 600G DDoS

DDoS  



 

y p b                                                                                                        30  

2. 2017 2 3 5 6 7 12

 

 

4.2.2 DDoS  

 

2017 404 DDoS

3705   

IP IP

   

 
 

 IP    

   
 

IP   

 
ISP:   



 

y p b                                                                                                        31  

 
Orginization:   

 

IP

 

 

ZoomEye 3705 IP

IP IP Web  



 

y p b                                                                                                        32  

 

1. 403 404 

 

2. 

 

 

 

 

5.1  

5.1.1  

Mesos  Apache Mesos 

( Hadoop Spark )  API  Marathon  Mesos 

 Marathon UI  REST API 

 Marathon  



 

y p b                                                                                                        33  

2017  4 404 Marathon UI

 tomcat4u  

 

 

 

5.1.2 DNN  

2017 11 404  DotNetNuke 

CVE-2017-9822  

1.  DotNetnuke CVE-2017-9822 Windows  

PowerShell  

2. scv.ps1”  Windows  

3.  raven.exe probe.py zealot.zip

 

 

     powershell  powershll

 

 

5.1.3  WebLogic  

2017 12  WebLogic 

 WebLogic 

 

 



 

y p b                                                                                                        34  

5.1.4 1099  

2017 12 404  Java 

PHP CMS

 1099  Java  Webshell 

 

1. Weblogic (CVE-2015-4852  CVE-2017-10271) 

1099  

2. Jboss (CVE-2017-7504  CVE-2017-12149) 

1099  

3. Typecho  

web cools.php

 

4. Weathermap    

 

 

Weblogic Jboss

 

404 JAVA

1099 80  
 

5.2  

2017  

1. 

 

2. 

DNS

 

3. 

 



 

y p b                                                                                                        35  

4. CDN CDN

 

 

 

 

 

 

2017 Mirai

 

 

2017

 

 

404  

 

 

1 2 0 D7

https://www.zoomeye.org/ 

1 2 774

https://www.seebug.org/ 

1 2 736

https://paper.seebug.org/252/ 

1 2 4 7 A3

https://paper.seebug.org/299/ 

1 2 DB 35 3 7

https://paper.seebug.org/326/ 



 

y p b                                                                                                        36  

1 2  

https://coinmarketcap.com 

 


